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25 YEAR RE-REVIEW

2 May 1950

S. 0. PROCEDURE GUIDE NO, 5 (Revised)

BASIC CABLE PROCEDURE

(Recission- S. 0, Procedure Guide Nos 5, dated 1 August 19L7,
1s rescinded and will be destroyed.)

1. Attached is "Basic Cable Procedure" which provides uniform instruc-—
"~ “tions and information on the preparation, processing and handling
of cables for the use and guidance of all 0SO and OPC personnel.

. The attention of all 0SO personnel is directed to certain modifi-
cations of present procedure and practice as well as to information
on various respon51b111ties that has hltherto not been available.

. 2.‘.Matters concerned exclusively with 0S0 internal dlstributlon,

releasing and handling of cables will be the subject of supplements
to this Procedure Guide.
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BASIC CABLE PROCEDURE

oLCTIOV I - GENERAL INFORMATION

1000 =

PURPOSE:- This basic instruction is issued for the guidance of 050
‘and OFC personnel in the preparat¢on and handling of cables and

establishes a standard proceduré for Signal Centers. These in-
structions are approved by the 0S0/0PC JOINT COLIMUNICATIONS BOARD.

- “Changes in this procedure will not.be made by either 0S50 or OFC

except upon the recommendation of that BOARD.

| 1001 - OFFICE SUPPLEMENTS: - The ADSO and the ADPC each will issue

1100 -

supplements to this basic procedure to cover the internal
office handling and the originating, coordinating, authenti-
- cating, and releesing authority established for cables within
0S0 and OFC; These supplements will not aifect this basic
1nstrhctlon and may be changed by 030 and QPC as required,

DEFINITION OF A CABLE - A cable is a classified encrypted message

1o and from overseas points transmitted by electrlcal means via

~“channels authorized by CIA.

1200 -

CATPGOPI iS5 OF CAB -~ For the purpose of these 1nstructlons, cables

“are divided into four calegories,

1200 —4INTELLIGuNCL CABLES: - A cable which includes disseminable

Intelligdnce is defined as an Intclligence Cable.

.”1202 — OPERATTONAL CABLES: - A cable concerning operations or opera-

Tiona. inteliigence is defined as an Operational Cable.

" "1203 -~ ADMINISTRATIVE GABLES: - A cable which concerns personnel or

sommestrative matters is defined as an Administrative Cable,

ilQOh ~ TECHNICAL COMMUNICATIONS CABLES: - Technical Communications

Cables are those cables which concern the security, engineer~
ing, maintenance and operations of Commurications facilities
and are the primary respon51b111ty of thc Communications -
Division. .

GTYPES OF CABLE

;fﬂlaol - STNGLE ADDRESSEE MRSSAGE: - A cable transmitted to only one

station 1s -a single addressee message.

:' 1{1302 ~ MULTIPLE ADDRESSER MESSAGE: -~ A cable sent to more than one

Sanltlzed Copy Approved for Release 2010/06/04 CIA- RDP84 00499R000700140032 0 N

. station for the action and/or information of several ac-

: . dressees, all of whom must know that the others received:

.. .the cable, is a multiple addressee message. In this type of

" "cable it is necessary to indicate which of the several - -

.. ‘addressees is. the action addresses and whlch received the :
-Joable for. 1nformatlon only. L
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:‘1303 - BOOK MBS AG;S - A cable sent to several stations but which

does not require any one of the addressces to know which
other addressees received the cable, is a book message.
Because of the security risks involved, book messages or:
messages "to all stations" will be hold to a minimum. The
Communications Division will be consulted regarding the
transmission of such cables before they are relcased.

G lbOO;— CLASSIFIGATION OF. CABLES.- The authorizaed classifications for
. s, 7 cables are: RUESTRICTED, CONFIDENTlAL SHCRET or TOP SEGRET. The
L w07 classification assigned to a cable should be based on the contents
LA - of the message included therein and is not nccessarily detcrmined
C ' by previous cables which may be referenced. Every effort should be
] i ““made to assign the correct classification. Only the most highly
e - " sensitive material should be classified TOP SECRET. This classi~
o - fication should not be used to excess since the extra admlnlstra-.
. tive work involved causes dolay.
: 1h01 ‘= DFCLASSIFYING CABLES:- If it is nocessary to change the
e " Tlossification of & cable, this may be done with the ap~
proval of the originator or the holder of the action copy.
It is the responsibility of the approving officer to notify
. -each holder of the cable, as well as the Signal Center and
'_ the Field statlon 1nvolvod . .

’»-15061;,PRECEDENCE DISIGNATIONS:~ A procedence dosignation is an extcrnal
o _jmothod usod to conVey to Communlcatlons personnel: :

oA The relative order a cable will be handled within
v Signal Centers with respect to other cables.
B. . 'The rclative order a cable will be transmitted w1th
respect to other: cables.
C. The relative order in which ‘a cablo wnll be dollvercd
- to the addrossoe.

-“q:PREGFD NC7i DESTGNATIONS ARE NOT TO BE USTD TO CONVEY TO THE ADDRESSIE
IR ~ - THE URGENCY WITH WHICH ACTION wUST Bi TAXEN ON THE CONTENIS OF A ,
L g o . CABLE OR THE PRUCEDENCE TO B. ASSIGNZD A BEPLY, SUCH ACTION INSTRUC=
o C “fTIONS SHOULD BZ INCLUDED WITHIN THE TgXT OF Tl MMoSSAGE. ' o
vlhlSOl - AUTHORIZZD PRECEDENCE DESIGNATIONS: Only three procedence
B d951anatlons arec authorized for CLA cables, Delivery times
o - cstablished by tho following precedences may vary according .
Loh ot to the working hours maintained by local transmission com~
... .. pamics and the Signal Conter of the supporting mission in.
~ the Field, Communications Division will inform the apnro-
prlate Offices of theso. factors.‘ o S
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 NThis date" or similar phrases will not be used. This is
. especially important for legal and Tiscal purposes, such:
as dates of arrival and departure, as well as for clarity
S in activations, schedules, etc.. _ R
2106 - ABBREVIATIONS:- Authorized abbreviations are desirable and
: Gorc must be oxercised to insure that no uncortainty will
_arise as a result of their usc, cegs abbreviate United States
as U.S. not US. . : / :
PUNGTUATION: - Only standard punctuation marks will be uséed
and they will be kept to a minimum consistent with clarity.
The Sional Center will transmit all punctuation.

2107

2109 = CLASSIFICATION:- The originator should exercise cart 1f ass.Bh=

; . ing the proper classification to tho cable and should base the
L “elassification on the subject matter contained in the text.
2110 - PRECEDENCE:- The proper precedence should be assigned taking

Thto consideration the stringent rules on the use of the higher - -

: , precedence designations.

2111 - ACTION REQUIRZD BY ADDRESSEE:- Tho originator should indicate

v 3 Immediate action 1s required by tho addressee by piacing
the words “imucdiate action" at the beginning of the text.
Such a statement is separate from the cxtornal precedence

designation as it designates action to be taken after delivery

o ~ to the addressee. .

2112 = INITIALLING:-,KThe originator should insure that the proper
- Officcs, gvaffs, and Divisions are listed for coordination,
anthentication and releasc and. shall sign his initials after

e . his name. o ) ,

2113 - CENSORSHIP:~ Before the cable is routed for coordination,

2. 7. . authentication, and release the originator should pcrsonally
censor the text carefully to determine that it does not con-
tain any breach of security which might be caused by an orror
and that it docs nob contain any words or expressions which
might reflect on the originating comrnand,

2200 - COORDINATION, AUTHENTICATION, AND RELEASE:- ALl cebles will be properly

“Ccoordinatcod, authenticated and Toloasod consistent with existing Office
" regulations and oporational requirements. _ :
9201 = COORDINATION:~ Generally, cablos will be coordinated with all
- . Dffices, ovaffs, or Divisions concerned with the subject matter
of the particular cable. Evidence of coordination will be shown
~ on ‘the last pago of the cable form by the typed symbols of the
. Staffs or Divisions and the signed initials of the coordinating
. officcrse : o - o

-8 _.
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‘SECTION.III - RESPONSIBILITY OF THE SIGNAL CENTER

3000 - BASIC RESPONSIBILITY:

3001 - QUTGUING CuBLuS:- The Signal Center's responsibility is
assunmed when an outgoing cableo is received in the Signal
Center in proper form and properly relcascd. The responsi-

“bility consists of the secure and expeditious encryption and
transmission of the cablc to the addressce and the furnishing
of confirmation copics of the cable to the appropriate Offices
" after it has been transmittbed.

3002 - INCOMING CABLES:- In the case of incoming cables the responsi-

T bility begins with the acceptance of the cable from the trans-
mission officc and consists of the cxpeditious decryption and
delivery of the nessage to the addresseces.

3003 - MAINTATNING CABLE FILES:- The Signal Center will maintain
file copies of all outgoing and incoming cables.

3100 = RELAYING CABILES:- Requests for relaying cables from onc Fiecld station
“to another will be checked by the Signal Center against previously
cstabllshcd authorizations.

3101 -~ WURGENT" RELAYS:- Cables bearing an URGENT precedencc will be
automatically rclayed regardless of origin, destination, or
letter component designations. Simultancously, notification
will be given to the officers responsible for the addressee

oo and addrcssor stations.
. 3102 - MPRIORITY" RELAYS:- Cablcs bearing a PRIORITY precedence will

- not be automatically relayed unlcss permitted by cstublnshed

;i authorizations. If not permitted, such cables will be iuicdi-

©ocately roferred to the officer rosponsible for the addressee

_ station who will comé to the Signal Center and take the

Yo necessary action to either approve or disapprove the relay.
13103 ~ "ROUTINE" RELAYS:- Cables bearing a ROUTING preccdence will
S nob beyautomatically relayed unless so permitted by established
authorizations. -If not permittcd, such cables will be referred
U L to the officer respon51ble for thu addressce station who will
1. T come to-the Signal Center and take the necessary action to
et ”/5- - .. = . elther approve or disapprove the relay. If the cable is re-
ST e ceived in the Signal Center after regular worklng hours it
B o 3T,~ E w1]1 be held until 0830 hours the next morning.

3200 - OUTAGFS‘— When regular transmission channcls are blocked due to -
. mechanical or atmospheric conditions the Signal Center is responsible
~for. taklng the proper action. C
3201 ~ NOTIFICATION TO RELEASING OFFICERS:- Signal Conter will
' 1mmod1ately notify each Relca51ng Officor durln 'worklng
hours-, : : R

e

-1~
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A. Vhich arcas arc affected

By Expccted duration of outage
.Ce %“hat proc»duncc traffic can be clearcd
D. Condition of incoming traffic:

The Releasing Officers will notify Staffs and Divisions
: as appropriate.
3202 -~ NOTIFICATION TO ORIGINATORS:~ Signal Ceonter will notify
_ originators of backlogged outgoing traffic according to
. .4~ tho following schodule:
T n.x§”  {1) Immediately for URGENT cablos
~ Wwe v (2) After four hours for PRIORITY cables and ROUTINE cablvs
*  containing the phrase "Vital" or "Imsediate Action",
L R ST ..(Exceptlon- Originators will not be called between
TR P 2200 and 0830).
vk ©o - (3) Ab 0830 the following day for othor ROUTINE cables. On
= Saturday, Sunday, and holidays thc Duty Officor will be
notificd at 0830 hours. Discretion will bo excrcised by
tho Signal Center where it appears that the outage is
of a strictly tgmporary nature, However, notification

will be given in every instance where the outage excceds -~

2l hours.,
3203 - DURATION OF DELAY AND ALTERNATE CHANNELS:- The Signal Center
: ~will ascertain, if possible, the cxpected duration of the
outages and any alternate channels available. Channels which
have not been approvod by CIA will not be used, oxcept in an
- emergency, without prior cloarance by the 4DSO or the ADPC, as
appropriate.

3300 - CANCELLATION AND SUSPENSION OF CABLES:
xf3301 - CANCELLATION: - Cables will not be cancelled without the
'4"," - approval of thc Releasing Officer.
s f*3302 - SUSPENSION:- The Signal Center will suspend transn1551on '
s of a properly released cable pursuant to instructions from
originating, coordinating, authenticating or Duty Officers.
S The Signal Cenber Watch Officer will notify the Relecasing
wg oo ot o T Officer according to the following schodulc to confirm the
, oo action and. to ascertain if the cable should be cancelled. . .
“‘ Ao TImmediately for URGENT, PRIORITY or "Ianediate uctlon" -
. or "Wital" ROUTINE cablos. '
- B. At 0830 the following morning for other ROUTINE cables
- (this notification will be made to the Duty Officer on
ﬁnon-working days ) _

- 1?2 -

B
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“Tolephone the appropriate Office, Staff or Division Stand-by or
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NOTIFICATION OF HIGH PRECEDENCE OR "VITiL" CABLTES RUCEIVED AFTER
WORKING HOURS:~ The Signal Center will automatically notify by

" Duty Officer upon receipt of high precedence cables or cables pre-
fixed by "Vital" or "Tmnediate Action" if reccived after normal

-~ working hours.—-The Signal Center will not read or reveal by "double
‘4alk" the text of any cable or identify the station involved over the

Tolophonc. Lvasive means of any kind, for the purpose of ascertaining . -
IhG contonts of a cable or its originating station, are strictly :

~ forbidden. Aftor the telephono notification has been made the ‘Stand-
by or Duty Officer will be responsible for taking whatover action is
' necessary. . , o o

; v. /‘.: B ,
A 3500 =

L ... Signal Center Watch Offlcer will provide a vemporary copy of the _

.. -gable for the Stand-by or Duty Officers who are called in during . - =~

non-working hours to take action on cables. These temporary copies i

TEMPORARY COPIES FOR STAND-BY OR DUTY OFFICERS:- When neccssary,

“lwill bo returncd to the Signal Center after normal distribution has

-nboen-mado-the_nextcworking day.

R
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B. If it is necessary for another U. S. Goverment
agency to retain a record copy of a CIA cable,
a special sterilized copy will be preparcd by
the Signal Center.

'1300 - REVEALING :UTHODS OF COMAUNICATIONS:- The transmission channels and

methods employed by CLA tor cable communications are highly classified
and this information must be strictly controlled. It will not be
disclosed to unauthorized persons either within or outside CIA, in
order to preserve tho security of UIA communications. Carc must be
takon not to reveal the oxistence of cable communications to any
 ficld station, and the names and locatlons of field stations must

not be ?entioncd over the telophone in comnection with cables.

. L4oo -~ DESTRUCTION OF CABLIS:—- The destruction of cables is the responsi-

‘bility of each Office, Staff or Division. In order to comply with

Joexdsting security regulations governing the destruction of classified
“ documents, those cables destroyed will be itemlzed, in duplicate, and
~one copy of the certification of destruction sent to the Signal Center
. for permanent filec. This itemization will list the "IN" or "OUT" num-
_ber, name -of Ficld station, the year in which the cable was dispatched,
and the distribution copy numbere - '

Lé

R
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00 - PLATN TEXT CABLES:Plain toxt CIA cables are strictly forbidden.

Cablos forwarded via other U. S. Govermment agencics on behalf of

¢ - CIA which include identifiable references to CIA, its operations,
- policy or personnel, will be sent as classified encrypted cables.

© 2 4700 = INQUIRIES REGARDING WYTSTENGE OF CABLE CHANNELS:- The Communications
R < Division will not reveal the cxistence of communications channgls: -

. to persqns'who havevnot[been authorized‘to;kncw'of their axistencé.
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